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Abstract

Feature reduction is widely used in machine learning based phishing
URL detection to lower model complexity while retaining detection
performance. However, conclusions about how much reduction is
acceptable may depend on how training and testing data are
partitioned. This study examines whether conclusions about feature
reduction remain stable when evaluation changes from random
stratified to domain disjoint cross validation. Experiments were
conducted on URL-Phish Version 2 using Mutual Information
ranking within each training fold and four predefined feature
budgets, from 22 to 5 features. Logistic Regression and Random
Forest were evaluated under both protocols, with PR AUC as the
primary metric. PR AUC decreased as the feature budget was
reduced for both classifiers under both evaluation protocols, so the
qualitative conclusion about feature reduction remained consistent
within this experimental setting. However, the size of the protocol
gap varied across classifiers and feature budgets: it was clearest for
Random Forest under the smallest feature budget, whereas the
Logistic Regression gaps were less clearly separated from fold-level
variability. Domain disjoint evaluation also produced greater fold-
level variability. The results show that claims about compact
phishing URL representations should be interpreted together with
the evaluation protocol used. Future work should examine whether
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this pattern persists across additional datasets, classifiers, and
domain grouping rules.

Keywords: Phishing URL Detection, Feature Reduction, Domain
Disjoint Evaluation, Machine Learning, Mutual Information,
Generalization
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1. Introduction

Phishing remains a persistent cybersecurity threat because deceptive
websites and links are used to obtain sensitive information from
users. Machine learning has been widely investigated for detecting
suspicious URLs, particularly through lexical and structural features
extracted directly from the URL. Such features can support
lightweight detection without requiring complete webpage analysis
or continuous access to external services (Bustio-Martinez et al.,
2022; Kapan and Sora Gunal, 2023).

Phishing detection performance depends not only on the classifier
but also on the information used to represent each URL. Although
larger feature sets may contain useful discriminatory information,
they can also increase model complexity and computational
requirements. Feature selection has therefore been extensively
studied as a way to retain informative inputs while reducing
dimensionality. Previous studies have reported strong performance
using reduced feature subsets and different selection strategies
(Wazirali et al., 2021; Kocyigit et al., 2024; Vajrobol et al., 2024;
Kaur and Jain, 2025). However, conclusions about reduced
representations may also depend on how training and testing data
are constructed. Random partitioning is commonly used to estimate
machine learning performance, but in URL based phishing datasets
it can place URLs from the same domain in both training and testing
data. This does not by itself demonstrate information leakage or
invalidate random evaluation, but it raises a generalization question
because domain related characteristics may be shared across the
partition boundary. Several studies have also shown that phishing
detection performance can change when evaluation involves
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different datasets, domains, or stricter generalization conditions
(Rashid et al., 2024; Ahamed et al., 2026). This issue is particularly
relevant to feature reduction. A reduced feature set that performs
well under random evaluation may not lead to the same conclusion
when domain overlap is prevented. The present study therefore
examines two related questions: whether the overall conclusion
about feature reduction remains consistent across evaluation
protocols, and how the random minus domain disjoint PR AUC gap
varies across classifiers and feature budgets. These questions are
addressed through a controlled comparison of random stratified and
domain disjoint evaluation while keeping the dataset, feature
ranking procedure, feature budgets, and classification models fixed.
Figure 1 presents the conceptual design of the study and summarizes
the comparison between random stratified and domain disjoint
evaluation across the four feature budgets and two classifiers.

URL-Phish Version 2

1
URL Preprocessing and 22 Numerical Features
1
Domain Disjoint Evaluation
Random Stratified Evaluation No shared domain groups between training
and test partitions
L L
Mutual Information Ranking Mutual Information Ranking
within each training fold within each training fold
1
Feature Budgets: 22 15 10 5
1
| Logistic Regression | Random Forest |
1
| PR AUC, F1, Recall, Precision, ROC AUC |
1

Are feature-reduction conclusions consistent across protocols, and how does the PR
AUC gap vary?

Fig.1. Conceptual overview of the study design
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Section 2 reviews related work and defines the research gap, Section
3 describes the methodology, and Section 4 presents and discusses
the results. Sections 5 and 6 address the limitations and conclusions,
respectively.

2. Related Work
2.1 Feature Reduction in Phishing URL Detection
Machine learning based phishing detection has been investigated
using URL, webpage, and hybrid feature representations (Aljofey et
al., 2022), while feature reduction has received particular attention
for decreasing model complexity while preserving useful
discriminatory information. Bustio-Martinez et al. (2022) showed
that a compact subset of URL features could retain strong
classification performance, while Kapan and Sora Gunal (2023)
demonstrated that performance depends on both the selected feature
representation and the classifier. More recent studies have explored
optimization based feature selection, including Genetic Algorithm
methods (Kocyigit et al., 2024), Rough Set Theory based selection
(Setu et al., 2025), and optimized feature frameworks for URL based
detection (Kaur and Jain, 2025).
Vajrobol et al. (2024) are particularly relevant to the present work
because they combined Mutual Information with Logistic
Regression and evaluated progressively reduced feature subsets.
Their results showed that strong performance could be achieved
with a small number of selected features. This provides an important
reference for feature reduction, but their study did not investigate
whether the conclusion remains stable when domain overlap
between training and testing data is prevented.
2.2 Generalization and Evaluation Strategies
Another line of research has focused on the generalization of
phishing detection models. Rashid et al. (2024) showed that
performance can decrease considerably when models are evaluated
across different datasets, indicating that results obtained within a
single data distribution may not fully represent performance under
distributional change.
Ahamed et al. (2026) extended this concern by evaluating phishing
detectors under domain aware partitioning, adversarial URL
modification, unseen attack families, and external validation. Their
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study demonstrated the importance of evaluation design when
assessing robustness and generalization. However, their objective
was broader robustness evaluation rather than determining how
feature reduction behaves under different partitioning strategies.
Nagunwa (2024) also examined practical generalization through
real time and zero day phishing detection, emphasizing the role of
feature representation and evaluation conditions in model
performance.

2.3 Research Gap and Study Positioning

Previous research therefore establishes two important findings.
First, reduced feature sets can provide strong phishing detection
performance. Second, model performance can change when
evaluation conditions become more demanding. The studies
reviewed above do not examine these two issues together as a
controlled feature reduction problem.

These studies also differ in what they treat as evidence of
generalization. Feature reduction studies primarily evaluate
predictive performance within a fixed partitioning scheme, whereas
generalization oriented studies vary datasets, domains, or robustness
conditions without isolating feature budget effects. Consequently,
the existing evidence does not establish whether a favorable
conclusion about a reduced representation is preserved when the
partitioning strategy changes while the dataset, feature ranking
procedure, feature budgets, and classifiers are held fixed.

The present study focuses on this intersection. It compares the same
Mutual Information ranking procedure, feature budgets, and
classifiers under random stratified and domain disjoint evaluation.
The purpose is not to introduce a new feature selection method or
classifier, but to determine whether conclusions about reduced
feature performance remain consistent when domain overlap
between training and testing data is removed.

Table 1 summarizes the studies most closely related to this research
and highlights their relationship to the present evaluation design.
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Table 1. Studies most closely related to the present evaluation design

: q Relation to this
Study Approach Main finding A
B,u stio- URL feature Strong performance | Feature reduction
Martinez et al. reduction with a compact subset focus
(2022) P
Kapan and Feature groups Performance d@p ended Supports controlled
Sora Gunal . on representation and .
and classifiers . feature evaluation
(2023) classifier
. Reduced unnecessary
. Genetic ) .
Kocyigit et al. Aloorithm features while Selection
(2024) featurge selection maintaining optimization focus
performance
Mutual Closest feature
Vajrobol et al. | Information with| Strong performance reduction
(2024) Logistic with reduced subsets
Regression comparator
Rashid et al. Cross dataset | Performance decreased Sué) l’Il) :rjlsizsglizfr
(2024) generalization across datasets & .
evaluation
Domain aware | Evaluation conditions | Closest evaluation
Ahamed et al.
robustness affected observed protocol
(2026) .
evaluation robustness comparator
3. Methodology

3.1 Dataset and Preprocessing

The experiments used URL-Phish Version 2 obtained from
Mendeley Data (Linh and Hung, 2026). The downloaded Version 2
CSV contained 116,600 records, including 100,000 benign and
16,600 phishing URLSs, together with lexical and structural URL
attributes. The associated Data in Brief article describes the earlier
dataset release and its feature construction (Linh and Hung, 2025).
The present study uses the later Mendeley Version 2, and all sample
counts reported here refer specifically to that version.

This study used the 22 numerical features provided in the dataset.
The string reference columns url, dom, and tld were not used as
classifier input features. The original URL string was used only for
preprocessing and domain group construction. Exact duplicate URL
strings were removed while retaining the first occurrence, resulting
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in 115,231 samples, including 98,641 benign and 16,590 phishing
URLs. No conflicting labels were found among the duplicated
URLs. The original dataset file was retained unchanged for
reproducibility.

According to the associated dataset documentation, the benign and
phishing samples originate from different source populations.
Benign URLs were collected from trusted and institutional sources,
whereas phishing URLs were obtained from PhishTank (Linh and
Hung, 2025). This source separation may introduce source related
class confounding and should therefore be considered when
interpreting the reported performance. Domain disjoint evaluation
prevents domain groups from appearing in both training and testing
folds, but it does not remove this source related limitation. This issue
is considered further in Section 5.

3.2 Domain Group Construction

Domain groups were derived from the original URL string. Each
hostname was normalized and mapped to its effective top level
domain plus one, using the packaged public suffix information
available through tldextract version 5.3.0. IP based URLs were
grouped using the canonical IP address. When a valid public suffix
was unavailable, the normalized hostname was used as a fallback.
This procedure produced 90,859 unique domain groups from the
115,231 retained URLSs.

3.3 Evaluation Protocols

Two evaluation protocols were compared. The first used
StratifiedKFold with five folds, shuffle=True, and random_state=0,
while preserving the class distribution across folds.

The second protocol used StratifiedGroupKFold with five folds,
shuffle = True, and random_state = 0, where the domain group
was treated as the grouping variable. All URLs belonging to the
same domain group were therefore assigned entirely to either
training or testing data within each fold. This produced zero domain
group overlap between training and testing partitions.

Both protocols used the same dataset, models, feature ranking
procedure, feature budgets, and evaluation metrics. The partitioning
strategy was the only experimental factor varied by design. Because
feature ranking was recomputed within each training fold, however,
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changing the partitioning could also alter the selected feature subsets
through changes in training composition. The extent of this effect is
examined in Section 4.5.

3.4 Feature Ranking and Feature Budgets

Mutual Information was selected as a classifier independent filter
method so that the same feature ranking procedure could be applied
consistently to both classifiers. It was used to rank the 22 numerical
URL features with random_state=0. Feature ranking was performed
separately within the training portion of each fold to prevent
information from the corresponding test partition from influencing
feature selection. The resulting rankings were evaluated using four
feature budgets containing the top 22, 15, 10, and 5 features.

The four feature budgets were predefined to represent the full 22
feature set and progressively more compact representations, rather
than being selected retrospectively to maximize performance. No
feature ranking calculated from the complete dataset was used
during model evaluation.

3.5 Classification Models

Two established classifiers were selected to represent
complementary learning behaviours rather than to provide an
exhaustive comparison of machine learning algorithms. Logistic
Regression was included as a linear probabilistic baseline, while
Random Forest represented a nonlinear tree based ensemble.
Logistic Regression was implemented within a pipeline containing
feature standardization, while Random Forest was trained using 200
trees. Both models used balanced class weights to account for the
unequal distribution of benign and phishing samples.

The decision threshold for class labels was fixed at 0.5. No
oversampling or synthetic sample generation was applied.

To quantify the practical computational effect of feature reduction,
classifier training time was measured in a separate benchmark using
the same cross validation splits, feature ranking procedure, feature
budgets, and model parameters as the main experiment. Wall clock
time was measured for model fitting only and summarized as mean
+ standard deviation across the five folds. Mutual Information
ranking time was excluded because the ranking was computed once
per training fold using all 22 features and was common to the four
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feature budgets. The timing results are intended for relative
comparison within the same Google Colab runtime rather than as
hardware independent performance measurements.

3.6 Evaluation Metrics

Precision Recall Area Under the Curve, PR AUC, was selected as
the primary metric because the dataset contains substantially fewer
phishing than benign samples. F1 score, recall, precision, and ROC
AUC were used as secondary measures.

Because domain disjoint partitioning produced some variation in
phishing prevalence across test folds, ROC AUC and a prevalence
normalized form of PR AUC were also examined as descriptive
robustness checks. These additional analyses were used only to
assess whether prevalence differences could reasonably explain the
observed protocol gaps and were not treated as replacements for the
primary PR AUC results.

For each PR AUC protocol gap, descriptive uncertainty was
summarized using SE = sqrt (SD _random?/5 + SD_ domain?/5),
where the standard deviations were calculated across the five folds
of each protocol. A descriptive 95% uncertainty interval was then
calculated as the observed gap + 1.96 SE. These intervals were used
only to summarize the magnitude of fold-level dispersion around the
observed protocol gaps. Formal hypothesis tests were not applied to
the five fold scores because k-fold cross-validation folds are
statistically dependent through their overlapping training partitions,
and the random stratified and domain disjoint protocols do not
generate matched test folds that can be treated as paired independent
observations. Bengio and Grandvalet (2004) showed that no general
unbiased estimator of the variance of k-fold cross-validation is
available. Consequently, conventional tests applied directly to these
fold scores could give an unjustified impression of inferential
precision. The reported intervals are therefore interpreted as
descriptive summaries rather than formal confidence intervals or
tests of statistical significance.

Prevalence normalized PR AUC was calculated as:

PR AUC — Prevalence
1 — Prevalence

Normalized PR AUC =
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Table 2 summarizes the complete experimental configuration.
Overall, the experimental design consisted of two evaluation
protocols, two classifiers, four feature budgets, and five folds,
resulting in 80 model fits.

Table 2. Experimental configuration

Item Setting

Dataset URL-Phish Version 2
Original samples 116,600

Samples after URL

deduplication 115,231

Numerical features 22

Domain grouping

eTLD+1, canonical IP, hostname fallback

Feature ranking

Mutual Information within training folds

Feature budgets

22,15, 10, 5

Evaluation protocols

Random Stratified, Domain Disjoint

Cross validation

5 folds

Classifiers

Logistic Regression, Random Forest

Random Forest trees

200

Class handling Balanced class weights
Decision threshold 0.5
Primary metric PR AUC

Secondary metrics

F1, Recall, Precision, ROC AUC

Total model fits

80

4. Results and Discussion

4.1 Domain Overlap under Random Evaluation

Before comparing classification performance, the amount of domain
overlap produced by conventional random partitioning was
examined (Figure 2). Across 20 preliminary random splits, the
median overlap rate was 14.93% for benign URLs and 78.48% for
phishing URLs. The much larger phishing overlap indicates that
many phishing observations belong to domain groups represented
by more than one URL. Consequently, a random split can place
different URLs from the same domain group on both sides of the
training and testing boundary.
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The same pattern was observed in the final five fold random
evaluation, where between 2,129 and 2,197 domain groups were
shared between training and testing in each fold. In contrast, the
domain disjoint protocol produced zero shared domain groups in
every fold. This difference establishes the intended experimental
contrast. It should not be interpreted as proof that random evaluation
is invalid or that its performance is necessarily inflated. Rather,
random and domain disjoint evaluation answer different
generalization questions, since the latter requires predictions on
domain groups not represented during training.

Domain Overlap Under Random Stratified Evaluation

=
[=]
=]

78.48%

e
=]

a
<

B
(=]

N
(=]

14.93%

Test URLs With Domain Present in Training (%)

=}

Benign Phishing

Class

Fig.2. Median domain overlap under random stratified evaluation.

4.2 Performance across Feature Budgets

Figure 3 and Table 3 show the primary PR AUC results across
feature budgets. The use of all 22 features produced the highest
mean PR AUC for both classifiers under both protocols. Logistic
Regression achieved 0.8984 under random evaluation and 0.8581
under domain disjoint evaluation. Random Forest performed more
strongly, reaching 0.9723 and 0.9345, respectively.

Reducing the feature budget decreased PR AUC in both models. For
Logistic Regression, the mean PR AUC declined from 0.8984 to
0.7775 under random evaluation and from 0.8581 to 0.7288 under
domain disjoint evaluation when the feature budget was reduced
from 22 to 5. Random Forest showed a larger reduction, from
0.9723 to 0.8061 under random evaluation and from 0.9345 to
0.7009 under domain disjoint evaluation. Therefore, within the
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preserve the PR AUC of the full 22 feature representation.

PR-AUC Across Feature Budgets and Evaluation Protocols

=
1=
-
-

LR, Random
RF, Random
LR, Domain-Disjoint
RF, Domain-Disjoint

5

10

T
15

Number of Selected Features

2

Fig.3. PR AUC across feature budgets under both evaluation protocols.

Table 3. Main performance across feature budgets

Ngl)d F::stu Ran:%% 123 DOIX?}EPR Random F1 | Domain F1
LR 2 0.8984 + 0.8581 = 0.7832 + 0.7445 +
0.0059 0.0731 0.0019 0.0848
LR 15 0.8440 + 0.7813 = 0.6936 + 0.6499 +
0.0118 0.1026 0.0119 0.1220
LR 10 0.7981 = 0.7615 + 0.6380 + 0.6006 +=
0.0080 0.0985 0.0025 0.1190
LR 5 0.7775 + 0.7288 + 0.6322 + 0.5604 +
0.0073 0.0979 0.0020 0.0871
RF 2 0.9723 + 0.9345 + 0.9247 + 0.8717
0.0016 0.0323 0.0006 0.0333
RF 15 0.9676 + 09114 + 09115+ 0.8318
0.0015 0.0299 0.0008 0.0460
RF 10 0.8993 + 0.8690 + 0.8126 0.7818 +
0.0030 0.0318 0.0057 0.0339
RF 5 0.8061 = 0.7009 + 0.6946 + 0.5980 +
0.0055 0.0931 0.0039 0.0770
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F1 (Figure 4) followed the same broad pattern, generally decreasing
as the feature budget was reduced and under domain disjoint
evaluation. The largest loss occurred for Random Forest at five

features,

0.9 4

0.8 4

0.6 4

0.5 1

Fig.4. F1 score across feature budgets under the two evaluation

Recall (Figure 5) showed the same model contrast. For Logistic
Regression, recall changed from 0.9260 to 0.9017 under random
evaluation and from 0.9060 to 0.8334 under domain disjoint
evaluation as the feature budget fell from 22 to 5. Random Forest
declined more sharply, from 0.9077 to 0.7574 and from 0.8293 to
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consistent with the PR AUC results.

F1 Score Across Feature Budgets and Evaluation Protocols

—&— LR, Random
—&— RF, Random
—$— LR, Domain-Disjoint
—8— RF, Domain-Disjoint

T T T T
5 10 15 22
Number of Selected Features

protocols.

0.6595, respectively.

1.0 4

0.8+

0.6 1

Recall

0.4 4

0.24

0.0

Fig.5. Recall across feature budgets under the two evaluation protocols.

Recall Across Feature Budgets and Evaluation Protocols

</

—$— LR, Random
—&— RF, Random
——$— LR, Domain-Disjoint
——&— RF, Domain-Disjoint

5 10 15 22
Number of Selected Features
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Precision is reported separately in Figure 6 to complete the
operating point view of the classifiers. Precision, recall, and F1
depend on the fixed decision threshold of 0.5 and are therefore
interpreted as secondary evidence. The main conclusions of this
study rely primarily on PR AUC and are subsequently checked
using ROC AUC, both of which evaluate ranking performance
independently of a single classification threshold.

Precision Across Feature Budgets and Evaluation Protocols

1.0

»

0.8

Precision
=4
o

o
=

0.24 —#= LR, Random

RF, Random
& LR, Domain-Disjoint
&~ RF, Domain-Disjoint

0.0

5 10 15 22
Number of Selected Features

Fig.6. Precision across feature budgets under the two evaluation
protocols.

The computational benchmark showed that the practical benefit of
feature reduction was model dependent. For Logistic Regression,
reducing the feature budget from 22 to 5 decreased mean training
time from 0.7713 £ 0.0859 s to 0.1964 + 0.0291 s under random
evaluation, a reduction of 74.5%. Under domain disjoint evaluation,
training time decreased from 0.6889 + 0.0930 s to 0.1474 + 0.0538
s, a reduction of 78.6%. In contrast, Random Forest training time
changed only from 11.5013 +0.0897 s to 11.1727 £+ 0.2439 s under
random evaluation and from 11.1337 +£0.4912 s to 10.7459 + 0.5860
s under domain disjoint evaluation, corresponding to reductions of
only 2.9% and 3.5%, respectively. Thus, reducing the number of
input features produced substantial training-time savings for
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Logistic Regression but did not translate into comparable savings
for Random Forest.

4.3 Protocol Gap and Descriptive Uncertainty

Although the mean PR AUC was higher under random evaluation
for every model and feature budget, the magnitude of this difference
was not constant. The Random Forest gap was 0.0378 with 22
features, 0.0563 with 15 features, 0.0303 with 10 features, and
0.1052 with 5 features. The five feature configuration therefore
produced the largest observed protocol sensitivity. However, the
intermediate budgets do not follow a monotonic sequence. It would
consequently be inappropriate to claim that the protocol gap
necessarily increases whenever the feature budget becomes smaller.
Logistic Regression behaved differently. Its random minus domain
disjoint gaps ranged from 0.0366 to 0.0626 and were accompanied
by much larger fold dispersion under domain disjoint evaluation. As
shown in Figure 7, all four descriptive uncertainty intervals for
Logistic Regression include zero. By contrast, the four Random
Forest intervals remain above zero. These intervals are descriptive
rather than inferential and should not be interpreted as conventional
statistical significance tests. They indicate that the observed
Random Forest gaps were more consistently separated from zero
relative to fold-level dispersion, whereas the Logistic Regression
gaps were less clearly separated from that variability.

Ewvaluation-Protocol Gap Across Feature Budgets

PR-AUC Gap (Random - Domain-Disjoint)

-0.05

5 10 22

15
Number of Selected Features

Fig.7. PR AUC protocol gap with descriptive uncertainty intervals.
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Table 4 summarizes the protocol gaps and the accompanying
robustness diagnostics.

Table 4. Protocol gap and robustness diagnostics

'Mod| Featu| PR AUC Descriptive 95% ROC | Normalized PR
el | res gap interval AUC gap AUC gap
LR | 22 0.0404 | —0.0239t0 0.1046 | 0.0054 0.0414
LR | 15 0.0626 | —0.0279 to 0.1531 | 0.0138 0.0663
LR | 10 0.0366 | —0.0500 to 0.1232 | 0.0085 0.0361
LR | 5§ 0.0488 | —0.0373t0 0.1348 | 0.0156 0.0538
RF | 22 0.0378 0.0095 to 0.0662 0.0067 0.0416
RF | 15 0.0563 0.0300 to 0.0825 0.0171 0.0657
RF | 10 0.0303 0.0023 to 0.0583 0.0037 0.0335
RF 5 0.1052 0.0234 to 0.1869 0.0385 0.1210

The distinction between the two classifiers is important. The results
do not support a universal statement that changing the evaluation
protocol has the same effect on every classifier. Instead, protocol
sensitivity is model dependent, with the clearest difference observed
for Random Forest, particularly under aggressive feature reduction.

4.4 Robustness to Fold Prevalence

Domain disjoint grouping constrains how samples are distributed
across folds. Phishing prevalence was approximately 14.40% in
each random test fold but ranged from 8.72% to 26.47% across
domain disjoint folds. Because PR AUC is prevalence sensitive, this
variation may have contributed to the greater dispersion under
domain disjoint evaluation.

Two diagnostics were examined. ROC AUC remained higher under
random evaluation for every model and feature budget, while
prevalence normalized PR AUC gaps were positive in all eight
comparisons. For Random Forest with five features, the PR AUC,
ROC AUC, and normalized PR AUC gaps were 0.1052, 0.0385, and
0.1210, respectively.

These checks do not rule out an influence of prevalence, but they
indicate that prevalence variation alone does not appear sufficient to
explain the protocol differences. As noted in Section 3.6, these
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comparisons are descriptive and are used to assess directional
consistency rather than formal inference.

4.5 Fold Variability and Feature Selection Consistency

Fold to fold variation was substantially greater under domain
disjoint evaluation (Figure 8). For Random Forest, PR AUC
standard deviation increased from 0.0016 to 0.0323 at 22 features
and from 0.0055 to 0.0931 at five features. Logistic Regression
showed the same pattern at 22 features, increasing from 0.0059 to
0.0731.

Fold-to-Feld PR-AUC Variability at 5 and 22 Features

—— D
0.95
T s
090 —f— ==
.
0.85 4 .
80 ==

PR-AUC
e

0.75

0.70 A

0.65
l ==

LR LR LR LR RF RF RF
Random Domain disjeint ~ Rendom  Domaindisjoint  Random  Domain disioint  Random Domain disjoint
=22 K=22 K=5 k=5 K=22 K=22 k=5 k=5

Classifier, Evaluation Protocol, and Feature Budget

Fig.8. Fold variability in PR AUC at feature budgets of 5 and 22.

This greater variation should not automatically be interpreted as
learning algorithm instability. Each domain disjoint fold contains a
different set of unseen domain groups, so part of the dispersion
reflects the evaluation setting itself. With only five folds, however,
these standard deviations should be interpreted as observed
dispersion rather than precise estimates of population variability.
The Mutual Information results (Figure 9) also showed substantial
selection consistency. Entropy, digit ratio, digit count, and special
character ratio appeared in the top five in all ten training folds.
HTTPS status appeared in nine folds, while URL length appeared
only in the remaining domain disjoint fold. The top five feature set
was therefore identical in nine of the ten folds.
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Stability of Mutual-Information Top-5 Features
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Fig.9. Stability of top five Mutual Information features across folds.

Selection was also stable at the intermediate budgets. At 10 features,
nine appeared in all ten training folds. The tenth differed by
protocol: all five random folds selected dash_cnt, while the domain
disjoint folds selected dom_len in three cases, tld len in one, and
dash cnt in one. This shows that training composition affected the
marginal ranking at this budget. At 15 features, twelve features
appeared in all ten folds, with the remaining variation concentrated
near the selection boundary.
Overall, the selected subsets were largely consistent across folds,
with differences concentrated among lower ranked features near the
selection boundary. The observed performance differences are
therefore unlikely to be explained simply by entirely different
feature sets under the two protocols, since the most consistently
selected features were preserved.
4.6 Discussion and Implications
The central finding is not that random evaluation is incorrect or that
domain disjoint evaluation should replace it. Within URL-Phish
Version 2, using Mutual Information ranking and the two classifiers
evaluated here, reducing the feature budget lowered PR AUC under
both protocols. The qualitative conclusion about feature reduction
therefore remained unchanged within this experimental setting.
What varied was the random minus domain disjoint PR AUC gap,
which was largest for Random Forest at five features.
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Previous studies have shown that compact URL representations can
achieve strong performance under particular datasets and
experimental settings (Bustio-Martinez et al., 2022; Vajrobol et al.,
2024). The present results do not contradict those findings, but they
show why the evaluation protocol should accompany claims about
compact representations. Random Forest achieved the strongest
overall PR AUC with larger feature budgets but also the clearest
protocol difference at five features. Logistic Regression had lower
overall PR AUC, while its protocol differences were less decisive
relative to domain disjoint fold variability. The observed gap
therefore appears to depend jointly on the feature representation,
classifier, and composition of the domain groups.

The computational results also show that reduced representations
should not automatically be equated with proportional
computational savings. Reducing the feature budget from 22 to 5
produced substantial reductions in Logistic Regression training
time, with decreases of 74.5% under random evaluation and 78.6%
under domain disjoint evaluation. In contrast, the corresponding
reductions for Random Forest were only 2.9% and 3.5%. These
results indicate that the practical computational benefit of feature
reduction depends on the learning algorithm as well as the number
of input features.

The domain overlap analysis provides a plausible explanation for
the protocol differences. Under random splitting, URLs from the
same domain group can appear in both training and testing data,
whereas domain disjoint evaluation requires predictions on groups
not represented during training. This is consistent with previous
findings that phishing detection performance can change across
datasets or under stricter generalization settings (Rashid et al., 2024;
Ahamed et al., 2026). However, domain overlap alone does not
establish information leakage, and the observed differences should
not be interpreted as a pure leakage effect.

A practical implication is that studies reporting strong performance
from reduced URL feature sets should describe how training and
testing samples were partitioned. Where domain information is
available, domain disjoint results can complement conventional
random evaluation by showing how a reduced representation
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behaves on unseen domain groups. The computational findings
further suggest that claims about lightweight or efficient
representations should be supported by direct computational
measurements rather than inferred from feature count alone.

These recommendations follow directly from the observed results:
the feature reduction trend remained qualitatively consistent across
protocols, while the size of the protocol gap and the computational
benefit varied with classifier and feature budget.

Finally, the results do not support a universal rule that smaller
feature budgets produce larger protocol gaps. The largest gap
occurred for Random Forest at five features, while the intermediate
budgets were less regular. The direction of the feature reduction
result was consistent across protocols, but the size of the protocol
gap varied with classifier and feature budget.

To summarize the relationship between the study questions and the
experimental findings, Table 5 maps each research question to its
corresponding result.

Table S. Research questions and corresponding findings
Research question Corresponding finding

RQI. Does the overall
conclusion about feature|Within this experimental setting, yes. PR AUC
reduction remain decreased as the feature budget was reduced
consistent across under both protocols and for both classifiers
evaluation protocols?

RQ2. How does the The gap was positive in all eight comparisons
random minus domain |but varied nonmonotonically. It was largest for
disjoint PR AUC gap  |Random Forest at five features (0.1052), while
vary across classifiers |Logistic Regression gaps were less clearly

and feature budgets? separated from fold-level variability.

5. Limitations

This study has several limitations that should be considered when
interpreting the results. First, the experiments were conducted using
a single phishing URL dataset and two classification models,
Logistic Regression and Random Forest. The findings describe the
behaviour observed for URL-Phish Version 2, Mutual Information
based feature ranking, and the two evaluated classifiers, and should
not be generalized to other phishing datasets, classifiers, or feature
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selection procedures without further validation. In addition, the
benign and phishing samples originate from different source
populations. According to the dataset documentation, the benign
subset was derived from trusted sources, including Research
Organization Registry based data, whereas the phishing subset was
obtained from PhishTank. This separation may introduce source
related class confounding. Domain disjoint evaluation prevents
domain groups from appearing in both training and testing folds, but
it does not remove this source related limitation. Because the same
source construction is retained under both evaluation protocols, this
limitation should be considered when interpreting both the absolute
performance values and the protocol differences reported here.

The domain disjoint folds also produced variation in phishing
prevalence because complete domain groups had to remain intact.
ROC AUC and prevalence normalized PR AUC were examined as
descriptive robustness checks, but they cannot eliminate all effects
of fold composition. Furthermore, only five folds were used, so the
reported standard deviations and uncertainty intervals should be
interpreted descriptively rather than as formal statistical inference.
Accordingly, the study does not make claims of statistical
significance for differences between evaluation protocols or feature
budgets. Finally, precision, recall, and F1 were calculated using a
fixed decision threshold of 0.5, meaning that these measures reflect
one operating point of each classifier. For these reasons, the
conclusions are restricted to the evaluation protocol sensitivity
observed within the controlled conditions of this study.

6. Conclusions

This study examined whether conclusions about feature reduction in
phishing URL detection remain stable when evaluation changes
from random stratified to domain disjoint cross validation. Within
URL-Phish Version 2, using Mutual Information ranking and the
Logistic Regression and Random Forest models evaluated here, PR
AUC decreased as the feature budget was reduced under both
protocols. The qualitative conclusion was therefore consistent
within this experimental setting: the reduced feature sets did not
preserve the performance of the full 22 feature representation. What
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changed was the size of the random minus domain disjoint PR AUC
gap across the two classifiers and feature budgets.

The clearest protocol difference was observed for Random Forest,
where the PR AUC gap reached 0.1052 at five features. The
descriptive uncertainty intervals for the Random Forest gaps
remained above zero at all four feature budgets, whereas all four
Logistic Regression intervals included zero. The Logistic
Regression differences were therefore less decisive relative to fold
variability. Additional checks using ROC AUC and prevalence
normalized PR AUC followed the same overall direction and
indicated that unequal phishing prevalence across folds did not
appear to fully explain the observed differences. These comparisons
remain descriptive, however, and the five fold design limits how
precisely the protocol differences can be estimated.

The practical implication is that claims about the performance of
compact phishing URL representations should be reported together
with the evaluation protocol used to obtain them. Where domain
information is available, domain disjoint evaluation can
complement conventional random evaluation by showing how a
reduced representation behaves when test domain groups are not
represented during training. Future work should examine whether
the pattern observed here persists across additional datasets,
classifiers, and domain grouping rules.
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